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Welcome to the smarshEncrypt® secure messaging system. The smarshEncrypt system allows Smarsh customers to
send you confidential information and documents easily and securely.

When someone sends you a secure message, you will receive a notification message that looks like this:
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From: smarshEncrypt@smarsh.com Sent: Thu 7/29/2010 2:22 PM
To: Jlohn Doe
Ce
Subject: You Have a Mew Secure Message from jim.smith@example.net
Ea

Dear jdoe@example.com,

You have a new secure message from Jim.smith@example.net, sent 7/29/2010 4:22:00 PM (EST).
This message has been delivered through the smarshEncrypt system.

Please click on the link below, or copy and paste the link into your Web browser. After successfully
signing on to the smarshEncrypt Web site, you will be able to read this new message. A free one
time registration may be required.

https://smarshencrypt.smarsh.com/smarshEncrypt

Thank you for using the smarshEncrypt system.

Sincerely,

smarshEncrypt

PLEASE DO NOT REPLY TO THIS MESSAGE
This notification is automatically generated.

Motification ID: 12345

This notification message shows the email address of the sender, but does not include any information about the
content of the secure message. Instead, the notification message contains a link to our secure web site.
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I Receiving Your First Secure Message

The first time you receive a secure message, you will need to sign up for a smarshEncrypt account. Start by clicking
the link to https://smarshencrypt.smarsh.com/smarshEncrypt, then click the “Create a New Account” button on the

left:

'_r,é Smarsh, Inc. (smarshEncrypt) - powered by Smarsh - Windows Internet Explarer =NECH X
@n\‘/- A4 | ) https://smarshencrypt.smarsh.com/smarshencrypt/ - % | ] | b | X ‘.l Google £~
¢ Favorites ) Smarsh, Inc. (smarshEncrypt) - powered by Smarsh & M R @ v Pagev Safety~v Tools~v | : v 7

_ Newto smarshEncrypt? Existing smarshEncrypt Account?
Signup for a New Account below Please enter your Username and Password
If you don't have an existing account with smarshEncrypt, To associate a new email address with your existing
follow the link below to create a new account account,
with your email address. click "WVerify Email Address" after logging in.

= Create a New Account
Username:
Password:

1 have my Access Code § - —
(Click to finish the signup process) Forget "assword? | Need help?

Smarsh™ | 921 SW Washington Street, Suite 540 | Portland, OR 87205 | 866-SMARSH-1 (866-762-7741)
_ - o

& Internet | Protected Mode: Off fa v HI10% v

Note: if you are a Smarsh customer and you already have a Smarsh Management Console account, you can link
your existing account to smarshEncrypt. Do not click the “Create a New Account” button. Instead, skip down to the
section titled “Linking an Existing Smarsh Management Console Account with smarshEncrypt”.

I Enter Your Email Address

Enter the email address that the notification message was sent to. If you have more than one email address, be
sure to check which address appears on the notification message; you can add your other email addresses later.

Click the button to send an access code:
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Create a New Account

Done

1. Verify Email Address 2. Create Account 3. Finish

Please enter your Email Address and we will send an Access Code to your email.

When you receive your Access Code, please enter it on the following page

to confirm your email address.
Click to Send Access Code

I already have my Access Code. Click to Create Account.

Email Address:  jdoe@example.com

I already have an account. Go to the Login form.

<3 Back to Login Form

Smarsh™ | 921 SW Washington Street, Suite 540 | Portland, DR 97205 | 866-SMARSH-1 (866762 7741)
01 i

09 Smarsh Inc. All rights r

e Internet | Protected Mode: Off
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Wait a minute or

so, then check your email. You should receive a message containing an access code:
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smarshEncrypt Access Code - Message (Plain Text)
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From: smarshEncrypt@smarsh.com Sent: Thu 7/29/2010 1:00 PM
To: John Doe
Ce
Subject: smarshEncrypt Access Code

Dear jdoe@example.com
Below you will find the Access Code you requested to verify your email address with the smarshEncrypt system. To verify
your email, click the link below or copy-and-paste the link into your browser's address bar. You will complete the signup

process by selecting a username and password.

https://smarshencrypt.smarsh.com/smarshEncryptSignup/?p=2&a=5187ead136256e31bsdf&e=jdoe @example.com

(Access Code: 5187ead196256e31badf)
Thank you for using the smarshEncrypt system.

Sincerely,
Smarsh, Inc.

PLEASE DO NOT REPLY TO THIS MESSAGE
This notification is automatically generated.

Page 5 of 9

This document is intended for Smarsh customers and their associates.
It may be distributed freely. Copyright © 2010 Smarsh, Inc. All rights
reserved.



3 Smal'Sh smarshEncrypt User’s Guide

I Complete the Signup Process

Copy the access code from the email, and go back to the smarshEncrypt web site. Fill out the signup form. We
recommend using your email address as your username; you will need to remember the username you chose. The
password you choose does NOT need to be the same password you use to access your regular email account; it can
be anything you like, as long as you can remember it.

r y
& Smarsh, Inc. (smarshEncrypt) - powered by Smarsh - Windows Internet Explarer SHICE X
@ e v | L) https.//smarshencrypt.smarsh.com/prinsite/my/default.asp’page=t_s ~ % | b | "}| A '-.' Google £

5.7 Favorites ) Smarsh, Inc. (smarshEncrypt) - powered by Smarsh f3 v~ B v = @ v Pagev Safetyv Toolsv @~ -

Create a New Account

1. Verify Email Address 2. Create Account 3. Finish

@ An Access Code has been generated and sent to your email address.
Click on the link in your email to return to this page with your Access Code.

Please enter your information to create a new user account.
All fields are required.
Email Address: jdoe@example.com
Access Code: £187ead 198258631 badf EJ_'rber l‘:heJl Access Code you received
First Name: John
Last Mame: Doe
Username: jdoe@example.com username available
Password: ssssmsmsnee Password must be at least 8
characters long and contain 3 mixture
Verify Password: essssssssss of letters and numbers.
Create User Account

A Back to Login Form

{)smarsh.

Smarsh™

| 921 SW Washington ite 540 | Portland, OR 97205 | 866-SMARSH-1 (866-762-7741)
el Al rishts rese

€ Internet | Protected Mode: Off f5 v ®100% -

That’s it! You have now completed the smarshEncrypt signup process, and you’re ready to read your secure
messages.
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I Reading Secure Messages

After you log in (or sign up), you will see a list of secure messages that you haven’t opened yet. Simply click on each
message to read it. If you want to see a message you’ve already read, click the “Read” or “All” buttons at the top.

By default, only unread messages are displayed.

= | E - |

& Smarsh, Inc. (smarshEncrypt) - powered by Smarsh - Windows Internet Explarer

@\‘/' A |0 https://smarshencrypt.smarsh.com/prinsite/ry/default.asp?page=t_secureview_ = % | 2] | s | A '-.l Google P -
= . = = »
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) smarsh

& jdoe@example.com

% Logout Home Page Secure Messages Verify Email Address My Account

i

",--_«'1 Secure Messages )
Filter by Email Address: Don't see one of your addresses?
. 15 iev: (@) @ () . .
Show: * perpage | View: @ Unread |_/Read | All | Refresh Results all- - & Verify New Email Addr

jd le.com Account Information

[ %, 7/29/2010 4:22 PM jim.sn le.net  j

Message 1 of 1 | Page 1 of 1

Click on & message to view the details here

) smarsh.

Smarsh™ | 921 SW Washington Street, Suite 540 | Portland, OR 97205 | 866-SMARSH-1 (866-762-7741)
s i d.
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e Internet | Protected Mode: Off fg v HI10% -

If the message contains an attachment, you’ll see a paperclip icon along with the number of attachments. Click this
icon to see the list of attached files that you can download.
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At the top of the message, you'll see links to “Reply” or “Reply All”. These allow you to send a secure message back
to the sender, using the smarshEncrypt system. However, composing new messages or forwarding messages is not

permitted, unless you are a paying customer.

_r,é Smarsh, Inc. (smarshEncrypt) - powered by Smarsh - Windows Internet Explorer E@I&J
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%, Logout Home Page Secure Messages Verify Email Address My Account

i~ Secure Messages &

. 15 iaw: (@) @) ) - -
Show: * perpage | View: @ Unread |_/Read | All | Refresh Results _all- - £ Verify New Email Address

Status |Att |Date * Recipient(s
= %, 7/29/2010 4:22 PM jim.smith@example.net jdoe@example.com Account Information

Message 1 of 1 | Page 1 of 1

Filter by Email Address: Don't see one of your addresses?

Attachments: & 1

Actions:  Reply Reply All Tl _Download Email Fila
Account Information 7/29/2010 4:22 PM
Sender: jim.smith@example.net

To: jdoe@example.com =

Hey Joe,
Here's the customer account information you asked for. Rememberto keep it secure!

Thanks,

Jim Smith

Chief Financial Officer

Example Financial Company, Inc.
jim.smith@example.net
1-800-555-1212

Smarsh™

| 921 SW Washington Street, Suite 540 | Portland, OR 97205 | 866-5MARSH-1 (866-762-7741)
all

marsh Inc, All rights

& Internet | Protected Mode: Off da v HI0% v

Messages cannot be deleted from the system. However, by default only unread messages are displayed, so
anything you’ve already read is normally hidden from view.
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If you have any questions about how to use the smarshEncrypt system, please call our technical support team at 1-
866-762-7741 option 2, and be sure to mention you’re calling about smarshEncrypt. We’ll be happy to help!

I Receiving Additional Secure Messages

The next time you receive a secure message, you will receive the familiar notification message, which contains a link
to our smarshEncrypt web site. You do not need to create an account again! Simply enter your username and

password into the form on the right:

n
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_ Newto smarshEncrypt? Existing smarshEncrypt Account?
Signup for a New Account below Please enter your Username and Password
If you daon't have an existing account with smarshEncrypt, To associate a new email address with your existing
follow the link below to create a new account account,
with your email address. click "Werify Email Address" after logging in.

= Create a New Account
Username: jdoe@smarsh.com
Password: TTooooToRtt

1 have my Access Code = -
A e e e T e Eorgot Password? | Need help?

Smars

h™ | 921 SW Washington Street, Suite 540 | Portland, OR 97205 | 866-SMARSH-1 (866-762-7741)
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If you can’t remember your password, click the “Forgot Password?” link to have your password reset. If you can’t
remember your username, try your email address, and if that doesn’t work, call our technical support team at 1-
866-762-7741 option 2. Be sure to mention you’re calling about your smarshEncrypt account.

I Linking an Existing Smarsh Management Console Account with smarshEncrypt

If you are a Smarsh customer and you already have a Smarsh Management Console account, you do not need to
sign up for a new smarshEncrypt account. Instead, log into your SMC account at http://www.smarsh.com/ and click
the Secure Messages link on the SMC home page. Or, go to the Client Tools menu and select “Secure Messages”.

Look for a button that says “Verify New Email Address”.

If you don’t see a “Secure Messages” option, call our technical support team.
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